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peLleHnem

» Be6-koHconb

KOMMaHWN.

MpenMyLLecTBa MOBUIbHBIX YCTPOMCTB ANst 6BU3HECa OYEBUAHDI:
OHM MOBBILLAKT MPOAYKTUBHOCTb PAabOThl COTPYAHNKOB,
NO3BONSSA MONYYNTb AOCTYN K MHPOPMaLMM OTOBCIOAY

n B Ntob6oe ynoobHoe Bpems. B TO e BpeMsi MObUbHbIE
YCTPOWCTBA, NCMOJib3yeMble B pabouunx uensax (BYOD),
NPEACTaBASIOT OOMbLUYIO ONACHOCTb A5 6€30MaCHOCTH

Kaspersky Security ng MOOGUIIbHbIX YCTPOMCTB, BK/tOYatoLLee
nepenoBble TEXHONOTUM KOHTPONS, 3aLUNTbI 1 yrpaBaeHus,

obecrneymBaeT 6€30MaCHOCTb U HAZEXHOCTb MCMOb30BAHMUS

MoppepxuBaembie NaaTPopMbl:

e Android™
« i0OS®
* Windows® Phone®

OCHOBHbIE BO3MOXHOCTH

MepenoBas 3awWmnTa MOGU/IbHbIX YCTPOMCTB

KonnyecTBo BpenoHocHoro MO ans MO6UAbHbBIX YyCTPOWCTB
pacTeT No akcnoHeHTe: ¢ 2015 no 2016 roa 3Ta umndpa
yBeAn4Mnach B TpM pasa. Yucno nporpamMmm-soiMoraTenen,
pPacCYMTaHHbIX Ha YCTPOMCTBa NoA ynpasneHnem Android,
Bo3pocno B 2016 rony B YeTbipe pa3sa. Kaspersky Security
NSt MOBUIBbHBIX YCTPOMCTB COYETAET 3aLLUMTY OT BPELOHOCHOMO
MO ¢ aHann30oM yrpo3 Ha OCHOBE O6JIa4HbIX TEXHONOTUIA

1 BO3MOXXHOCTSMW MALLUMHHOIO OBy4eHMs. DTO MO3BONSET
yCrnewHo 60pOTbCS C M3BECTHLIMW, HOBbIMU 1 CTOXHBIMM
yrpo3amu.

YnpaBneHne Mo6unbHbIMU ycTporicTBamu (MDM)

B pelweHnn goCcTynHbl rpynnoBblie NoAnTnkM ang Android,
iOS n Windows Phone, nossonstowme co3nasaTtb

VAN aKTUBMPOBATb NMPaBuWia MCNONb30OBaHWS Naponen,
wndposaHms, Bluetooth 1 kamepbl. C MOMOLLbIO KOHCONN
YyNpaBAeHNS MOXHO MOJTy4aTb OTYETHl 06 YCTPONCTBE

M yCTaHOBNEHHbIX MPUNOXEHUsX. IHTerpaumsa co Bcemum
BEAYLMMM MIaTGOPMaMmM YNPaBIEHNS MOOUNbHBIMMN
YCTPOMCTBaMM NO3BONSAET BbINONHATL YAANEHHOE

CMapTHOHOB ¥ MNAHLLIETOB B PabOUMX LENSIX.

pa3BepTbiBaHWe 1 yrnpasneHue MO (OTA), nosbiwas
yAO6CTBO MCMONb30BaHWA 1 obNeryas alMMHUCTPUPOBaHME
NOALEPXKMBAEMbIX YCTPOMCTB.

YnpaBneHune Mo6ubHbIMU npunoXxeHuamm (MAM)

KoHTenHepur3auma NO3BONSIET XPaHUTb KOPNOpaTUBHbIE

W NINYHbIE faHHble Pa3AenbHO Ha OLHOM YCTPOMCTBE.
KoprnopaTuneHbie faHHble, COXpaHeHHble B 6€30MacHOM
KOHTEeMHepe, MOXHO WMPPOBaTb M 3alMLLaTb MAPONEM.

B cnyyae yxona coTpyaHMKa U3 KOMMNaHUM aAMUHNCTPATOP
MOXET NPOBECTU BbIGOPOUHYIO OYUCTKY AAHHbIX.

LleHTpanu3oBaHHOe ynpaBneHue

Kaspersky Security ong Mo6unbHbIX yCTPOMCTB MO3BONSET
YyNpaBasTb MOGUIbHBIMK YCTPONCTBAMU U3 TOWN XKe KOHCONMN,
KOTOpas MCMoJb3yeTcs ANg OCTabHbIX PabOYUX MECT:
Kaspersky Security Center unu Kaspersky Endpoint Security
Cloud. NpocMOTp AaHHbIX Ha YCTPOMCTBAX, Co3aaHme

N adMUHUCTPUPOBAHME MONUTUK, OTNPABKA KOMaHA,

Ha YCTPOWMCTBa U COCTaB/IEHNE OTYETOB — BCE 3TO AOCTYMHO
13 eAMHON, MPOCTOM B UCMONb3OBAHNN KOHCONWN YNpPaBAeHuS.



BO3MOXHOCTM 3alLNTbI U AaAMNHUCTPUNPOBaHUA

MHoroypoBHeBas 3awuTa oT BpefoHocHoro MO

CoyeTaHne MPOaKTNBHbIX 06/1a4HbIX METOAOB o6Hapy>+(eH|/|ﬂ
M aHaln3a C TPaaANUMOHHbIMN TEXHONOTUAMU obecneymBaeT
3alWNTY OT U3BECTHbIX, HOBbIX M KOMMNEKCHbIX YTPO3.
HpOBepKI/I no Tpe6OBaHI/HO 1 MO pacrnnCaHnIo N aBTOMaTU4eCKne
OBHOBJIEHWNS MOBbLILWIAT 3¢¢eKTVIBHOCTb 3aNThbI.

3awmTa oT PpMLIMHra U cnama

MoLHble TexHoNOrMM 60pPb6bI C GULLMHIOM M CMAaMOM
3alUMLLAOT YCTPOMCTBA M AaHHbIE Ha HUX OT QULLMHIOBbIX
aTak 1 MOMOraloT OTPUNBTPOBLIBAThH HEXENATENIbHbIE 3BOHKMU
N TEKCTOBbIE COOBLLEHMS.

3awumTa oT UHTEPHET-Yrpos

Cetb Kaspersky Security Network (KSN), aaHHble koTopown
OBHOBNAIOTCS B PEXMME pPeanbHOro BPEMEHMU, CYXUT
OCHOBOW A1 HaAEeXHOM 1 6€30MacHOM TEXHONOTMN
Be6-PUAbTPaummM. Ha yCTponcTBax noa ynpaBneHnemM
Android Be6-dunbTpauns 4OCTynHa B 6pay3epe Chrome™,
a ang nnatpopm iOS n Windows Phone goctyneH
6e3onacHbIn 6pay3ep «JlabopaTtopum Kacnepckoro».

KoHTponb npunoxeHuin

KOHTpOMb MPUAOXKEHMIN MO3BONSET pPa3pelnTb
NCMNOJb30BaHME TONbKO MPUNOXEHWI, OLOBPEHHbIX
aAMUHUCTPATOPOM. [Nonb3ysack KOHTponem NpunoxXeHuin,
aAMUHNCTPATOPbI MOTYT MOyYaTb AaHHbIE 06 YCTaHOBNEHHOM
MO n ycTaHaBNMBaTb HYXHble NpunoxeHus. IHTerpaums

c KSN ynpoluaeT co3naHume YepHbIX U 6ebiX CIMCKOB

W yrpaBneHue nmu.

O6Hapy)XeHune NonbITOK HECaHKLMOHUPOBaHHOM
nepenpoLLnBKU

PelueHne o6HapyXm1BaeT NepenpoLIMTbie yCTPONCTBa
1 OMOBELLAET aAMMHUCTPATOPA, KOTOPbIN MOXET
3a6/10KMPOBATH 3TW YCTPONCTBA UM BbIMOMHUTD

Ha HMX BbIGBOPOYHYIO OUUCTKY.

www.kaspersky.ru

#WNcTnHHaabe3onacHoOCTb

Kak npuo6pectu

Kaspersky Security Ans MO6UIbHBIX yCTPONCTB NPOAaeTCs
OTAENbHO, a TaKXXe BXOAUT B COCTaB CAEAYIOLNX PeLLEeHUI:
» Kaspersky Endpoint Security ans 6usHeca Cloud;

» Kaspersky Endpoint Security ang 6usHeca CtaHLapTHbIN;
» Kaspersky Endpoint Security ona 6usHeca PacluvpeHHbin;
« Kaspersky Total Security ans 6usHeca.

KOHTaKTbl NapTHEPOB Bbl MOXeTE HAaNTW Ha CTpaHuLEe
www.kaspersky.ru/find_partner_office

© AO «JlabopaTopus Kacnepckoro», 2017. 3aperncTprpoBaHHble TOBapHbIe 3Haku
1 3HaKN OBCYXXMBAHWS SIBASIOTCS COBCTBEHHOCTBIO UX NpaBoo6naaatenen. Microsoft,
Windows Phone un Exchange ActiveSync — ToBapHble 3Haku Microsoft Corporation,
3aperncTpupoBaHHbie B CoeanHeHHbix LLTaTax AMepuKku 1 B Apyrux cTpaHax.
Android n Chrome — ToBapHble 3Hakn Google, Inc. iOS — 3aperncTpnpoBaHHbI
B CLLUA v B apyrux cTpaHax ToBapHbIt 3Hak Cisco. KNOX — 3apernctprpoBaHHbI
B CLLA v B Ipyrvx cTpaHax ToBapHbI 3Hak Samsung Electronics Co., Ltd.

KoHTeinHepu3aLuusa npuaoxXeHum

TexHONOrMa KOHTEMHEPU3aLMM NMPUNOKEHUI NO3BONSET
pa3aensaTb KOPHOPaTUBHBIE U INYHbIE AaHHbIE N MPUMEHSTH
LOMONHUTENbHbIE MOAUTUKN (TaKmne Kak LWndpoBaHme) ans
33N Tl KOHOUAEHUMANbHbIX AaHHbIX. ECM COTPYAHMK pewmnT
MOKNHYTb KOMMaHWIO, AidHHbIE B KOHTEMHEPaX MOXHO 6yaeT
YAAUTb, @ IMYHYIO MHOOPMALMIO — OCTaBUTb.

AHTU-Bop

CpeacTBa yaaneHHOM 3awmTbl o6eperatoT KOpropaTMBHYIO
MHOOPMaLMIO, AAXKE €CIN YCTPOMCTBO MOXMLLEHO U YTEPSHO.
JocTynHbl cpeacTBa onpeneneHuns MeCTOHaXOXAEHWS

1 6/IOKMPOBAHMS YCTPOMCTBA, BBIBOPOUHOM MM MOHOW
OUYMCTKM, OTCNEXMBaHMA SIM-KkapTbl, CO34aHMS TaMHOro GOTO
M aKTUBaLLMM TPEBOXHOIO CUrHasa.

YnpaBneHne Mo6unbHbIMU ycTpolicTBamu (MDM)

bnaronaps nonnepxke Microsoft® Exchange ActiveSync®,
iOS MDM 1 Samsung KNOX™ BO3MOXHO cO3aaHne eamnHbIX
VAW pasAeNibHbIX NOANTUK ANS KaXA0W NnaTdOpMbl
(Hanpumep, ob6s3aTenbHOe WKPpoBaHUE, 0bs3aTeNlbHOE
NpYMeHeH1e Napons, NMpaBnia MCNONb30BaHNS KaMepbl

n HacTpoiku APN/VPN). Cepsucel Android for Work
NMO3BOJIAIOT CO34aBaTb KOPNOpPaTUBHbIE MPOPUAN, a TaKxKe
YyMpPaBAsaTb GU3HEC-MPUITOXKEHNSIMU N YCTPONCTBAMM.

MopTan camoo6cnyKmMBaHuUs

MopTan No3BonseT NepenaTb NOBCEAHEBHbIE 3a4a4M
ynpaBneHus 6€30MacHOCTbIO N PEFMCTPALNIO OA06PEHHbBIX
YCTPONCTB COTPYAHMKAM. [pU MOAKIOYEHNN K CETU HOBOTO
YCTPOMCTBa BCe Tpebyemble CepTUGUKATLI MOTYT LOCTaBISTLCS
aBTOMAaTUYeCKM Yepes nopTan. B ciyyae noTepu ycTponcTea
COTPYAHUK MOXET CaM BbINOIHUTbL BCE HEOBXOAMMbIE
LNeNCTBUS NS 3aLLMTBI UHPOPMaLNN.
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